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MODUL 12
CLUSTERING PADA PROXMOX

1. TUJUAN PEMBELAJARAN

e Memahami bagaimana cluster mengelompokkan beberapa node Proxmox untuk
menyatukan sumber daya mereka.

e Mengerti bagaimana clustering memungkinkan untuk menambah atau
mengurangi node dalam cluster sesuai dengan kebutuhan.

e Memahami bagaimana cluster memungkinkan untuk mengelola semua node
dari satu titik.

e Memahami bagaimana cluster memberikan kemampuan untuk mengatasi
kegagalan node.

2. DASAR TEORI

Komputer cluster adalah sekumpulan komputer yang bekerja sama sehingga terlihat
seolah-olah komputer tersebut adalah sebuah sistem tunggal. Komponen-komponen
dalam cluster umumnya terhubung satu sama lain melalui jaringan berkecepatan tinggi
seperti Local Area Network (LAN), dengan masing-masing node menjalankan sistem
operasinya sendiri. Cluster umumnya digunakan untuk meningkatkan kinerja dan
ketersediaan dibanding menggunakan komputer tunggal dan lebih hemat biaya
daripada menggunakan komputer tunggal yang memiliki kecepatan atau ketersediaan
sebanding. Cluster muncul sebagai konvergensi dari beberapa jaringan berkecepatan
tinggi, dan perangkat lunak untuk komputasi terdistribusi. Konsep cluster merupakan
gabungan sumber daya dari masing-masing mesin tersebut menjadi satu kesatuan.

Proxmox Virtual Environment (Proxmox VE) adalah sebuah platform virtualisasi
server yang berbasis Linux Debian dan memiliki kode sumber terbuka. Proxmox VE
digunakan untuk mengimplementasikan dan mengelola mesin virtual. Dalam Proxmox
VE, dua teknologi virtualisasi yang didukung adalah teknologi berbasis container dan
Kernel-based Virtual Machine (KVM). Proxmox VE memiliki beberapa fitur utama
sebagai berikut:

e High Availability (HA): Proxmox VE memungkinkan pengguna untuk mengaktifkan
HA, sehingga jika cluster tidak tersedia, aplikasi yang tergantung pada cluster akan di-
deny akses ke sumber daya cluster, sehingga dapat mengganggu kinerja aplikasi.

e Corosync: Proxmox VE menggunakan Corosync untuk komunikasi antar node dalam
cluster, sehingga dapat memastikan keamanan dan ketersediaan cluster.

e pmxcfs: Proxmox Cluster File System (pmxcfs) digunakan untuk menyimpan
konfigurasi cluster secara transparan dan di-replikasi secara real-time pada semua node
menggunakan corosync.

e Quorum Cluster pada Proxmox: fitur penting untuk memastikan keandalan tinggi
dan ketersediaan data pada infrastruktur virtualisasi Anda. Fitur ini memungkinkan
sekelompok server Proxmox bekerja sama untuk membentuk cluster yang redundan dan
tahan terhadap kegagalan node individu.
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Cara Kerja Quorum Cluster:

Quorum cluster menggunakan algoritma konsensus untuk memastikan mayoritas node
dalam cluster menyetujui operasi apa pun sebelum dilakukan. Algoritma ini
memastikan integritas data dan mencegah pengambilan keputusan yang tidak konsisten
dalam situasi kegagalan node.

Jenis Quorum Cluster:

Proxmox mendukung dua jenis quorum cluster:

1. CIFS Quorum: Quorum cluster berbasis CIFS menggunakan server CIFS eksternal
untuk menyimpan konfigurasi cluster dan status node.

2. Corosync Quorum: Quorum cluster berbasis Corosync menggunakan protokol
Corosync untuk komunikasi antar node dan untuk mencapai konsensus.

3. PERALATAN DAN SOFWARE YANG DIBUTUHKAN
- PC/ Laptop
- Putty
- Winscp

4. PERCOBAAN
1. Buka Datacenter dan buka cluster => https://192.168.95.7:8006/ (labCloudSAW)

& O © Notsecure | hitps;//192.168.95.7:8006/#v1:0:18:4::x:=cluster A M [ o
X PROX MO virtual Environment 743 Search & Documentation Q
Server View % Datacenter © Hep
| ’
B> 1abCloudSAW & G Cluster Information &
& Summary Create Cluster n Informa Join Cluster -
O Notes Standalone node - no cluster defined -
Cluster Nodes o
@ Ceph Nodename D Votes 3
£ Options -
£ Storage
Backup
13 Replication i
i Permissions
& Users
Cluster log
Start Time End Time Node User name Description Status
May 16 11:19:28 May 16 11:19:28 labCloudS root@pam Update package database oK o
May 16 10:46:15 May 16 10:46:15 labCloudS root@pam Start all VMs and Containers 0K .
May 15 12:49:45 May 15 12:49:45 labCloudS root@pam Stop all VMs and Containers oK
May 15 12:21:45 May 15 12:21:45 labCloudS root@pam Start all VMs and Containers 0K *

May 15 12:19:25 May 15 12:19:25 labCloudS root@pam Stop all VMs and Containers oK - 533


https://192.168.95.7:8006/

Sistem Terdistrulbiusi — TRI PENS

2. Klik Create Cluster. Berilah nama cluster: serverTRI dan masukkan network node
labCloudSAW

Create Cluster
Cluster Name serverTRI
Cluster Network: | |y | g 192.168.95.7

m Multiple links are used as failover, lower numbers have higher priority.

3. Hasil dari create cluster. Tunggu sampai muncul TASK OK.

Task viewer: Create Cluster

m Status

& Download

Corosync Cluster Engine Authentication key generator.
Gathering 2048 bits for key from /dev/urandom.
Writing corosync key to /etc/corosync/authkey.
Writing corosync config to [etc/pve/corosync.conf
Restart corosync and cluster filesystem

TASK OK

6. Tampilan node labbCloudSAW yang sudah dicluster
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& C © Notsecure | heps//192.168.95.7:8006/#v1:0:18:4xmm=cluster A m o= o]

X PRO > MO virtual Environment 7.4-3 Search & Documentation
Server View 2 Datacenter © Help

£ Datacenter

E% labCloudSAW Cluster Information

Q, Search

& Summary Create Cluster Join Information Join Cluste

[J Notes Cluster Name: serverTRI Config Version: 1 Number of Nodes: 1

£ Cluster Cluster Nodes

@ Ceph Nodename DT Votes Link 0

D @FmE labCloudSAW 1 1 192.168.95.7

£ Storage

Backup

13 Replication

o' Permissions

& Users

Cluster log
Start Time | End Time Node User name Description Status
May 16 11:59:29 May 16 11:59:30 labCloudS.. root@pam Create Cluster oK -
May 16 11:19:28 May 16 11:19:28 labClouds.. root@pam Update package database oK '
May 16 10:46:15 May 16 10:46:15 labCloudS .. root@pam Start all VMs and Containers oK
May 15 12:49:45 May 15 12:49:45 labCloudS. root@pam Stop all VMs and Centainers oK
May 15 12:21:45 May 15 12:21:45 labCloudS.. root@pam Start all VMs and Containers OK

7. Tekan cluster join information dan copy token join information.

[Jon informaton |

Cluster Join Information €3]

Copy the Join Information here and use it on the node you want to add.

IP Address: 192.168.95.7

Fingerprint: 7D:32:13:AD:1B:D8:31:39:9A:5E:42:31:F3:BB:DA:40:43:46:89:82:1C:E5:59:53:3A:05:42:6E:40:AB:9A:TT

Join Information: = eyJpcEFkZHJIc3MiOQilxOTIuMTY 4Ljk 1Ljcil CJmaWsnZX JwemludCI6ljdEQjMyOjEz OkFEQjF COkQ40jMxOjM50j
IBOjVF0jQyOjMxOkYzOkJCOKRBOjQw0jQz0jQ20jg50jgy OjF DOKU10jU50jUzOjNBOjA1 OjQyOjZF OjQwOkF

COjIBOjc3liwicGVickxpbmtzlip7liAIOixOTIuMTYALjk 1 LicifSwicmluZ 19hZ GRylipbliE5MidxNjguOTUuNyJdLCJ0b
ARILSIRaw IzZWNhAXRalinih24il CIneFA27% lzaWWanlinia XB2NCN 2iwiY 2007 min ¥ 37 lenhN nh 2 40 v liwia WEN 7Y .1

Copy Information

8. Download winscp untuk transfer file antara operasi sistem berbeda secara aman

https://sourceforge.net/projects/winscp/

atau

WInSCP for Windows - Download it from Uptodown for free

9. Tulis IP node server zenhadi dan isi username dan password node server zenhadi , kemudian
tekan login


https://sourceforge.net/projects/winscp/
https://winscp.en.uptodown.com/windows
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Left Mark Files Commands Tabs Options Right Help
[ & [z Synchronize -D_z—. Ed) Queuve ~

[ data server — Documents B New Tab ~

~ = ~

& -~

Transfer Settings Default A

- D: DATA - -Y-:4 )
ﬁLogm

!ni New Site

Di\data server\ Session

Name Size Eile protocol:
| 3 SFTP v

21 100.conf 1KB

Host name:

Port number:

[192.168.95.21

I 2[5

User name:

Password:

‘mnt

Save -

Tools A Manage -

[¥]show Login dialog on startup and when the Iast session is closed

Advanced... ‘v

Close Help

Y 3 | [ZL Find Files

New ~

Changed

27/02/2024 07:20:43
10/02/2023 21:39:26
07/12/2023 17:25:26
01/04/2024 13:38:42
08/02/2023 16:49:46
08/02/2023 16:49:46
21/08/2022 13:05:23
08/02/2023 16:49:49
06/02/2023 13:30:14
08/02/2023 16:49:49
14/03/2022 09:43:18
08/02/2023 16:49:49
26/04/2024 13:07:30
08/02/2023 16:50:.04
13/10/2023 19:17:55
08/02/2023 16:50:08
06/06/2023 15:36:55
21/02/2024 18:22:26

OneNote Notebooks
PowerToys
Project Kotlin

File folder
File folder
File folder

08/02/2023 16:20:08
22/03/2023 09:49:39
08/02/2023 16:50:08

v

0Bof462Bin0of 1 0Bof 1,28 GB in 0 of 55

10. Cari file /etc/pve/nodes/zenhadi /gemu-server/ dan hapus semua file .conf. Ini

dikarenakan untuk join cluster tidak boleh ada vm pada node server.

Mame Size  Chenged Righs Cramer
Eiu U130 2022 151810 AM TWRT=Er-% root
IKE 11/3072002 103625 M rwer—- oot

Langkah ini opsional, bila join cluster tidak berhasil.

11. Buka node server zenhadi dan tekan data center

6 hidden

&« O © Notsecure | hitps//192.168.95.21:8006/#v1:0:=node%2Fzenhadid:z: A Ty m R/ .-
xpHﬂXMUX\ﬂnuaIEnwronment?.:is Search SR ET M L Create v | i) Create T | & root@pam <
Server View % Node ‘zenhadi O Reboot () Shutdown  >_ Shell i BukActions © Hep
Search:
mg.zenhadi . Q Search )
= [Jlocal (zenhadi) Type 7 Description Disk usage... | Memory us. CPU usage Uptime Host CPU . Host
=[] ocak-vm (zenhadi) & Summary ~gr———— con :
[ Notes = .
s £ swrage  local-vm (zenhadi) 12% =
of System
= Network
# Certificates
@ DNS
@ Hosts
3 Options
@ Time
= Syslog
4 »
Cluster log
Start Time | End Time Node User name Description Status
May 16 10:46:12 May 16 10:46:12 zenhadi reot@pam Start all VMs and Containers OK -
Apr30 15:35:53 Apr 30 15:35:53 zenhadi reot@pam Stop all VMs and Containers oK '
Apr30 15:14:32 Apr 30 15:14:32 zenhadi root@pam Start all VMs and Containers 0K
Apr 30 15:04:05 Apr 30 15:04:05 zenhadi reot@pam Stop all VMs and Containers OK v
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12. Tekan cluster
&« O © Notsecure | hitps//192.168.95.21:8006/#v1:0:18:4:::= cluster Ay m = o B
XpnaxmoanualEnvimnmEnl 7.4-3 Search & Documentation & Create CT || & rool@pam -

Server View # ' Datacenter @ Help

= Datacenter

! Cluster Information
&.zenhad\ Q Search
(] local (zenhadi) 8 s Create Cluster  Join Information  Join Cluster
=] local-vm (zenhadi) ummary
[J Notes Standalone node - no cluster defined
Cluster Nodes
® Cort Nodename DT Votes
& Options
& Storage
Backup
3 Replication

o' Permissions
& Users
& API Tokens

13. tekan join cluster dan paste token information pada langkah 7.

EER

Cluster Join [6%)

[ Assisted join: Paste encoded cluster join information and enter password.

Information: Paste encoded Cluster Information here

@ Help

14. Isi password node labCloudSAW dan join cluster bernama serverTRI.
Cluster Join ()

[ Assisted join: Paste encoded cluster join information and enter password.

Information- OkFCOjIBOjc3liwicGVIckxpbmtzlipTIAIQiIxOTIUMTYALjk 1LjciSwicmluZ 19hZ GRyljpbiE5MidxNjguOTUuNyJdL o
CJ0b3RIbSIGeyJzZWNhdXRoljoib24iLC.JpcF922X Jza\WSuljoiaXB2NCO2IiwiY 29uZminX3ZlenNpb24iOilxiwiall o
50ZXJmYWNIljp7ljAIOnsibGlua25 1bWJIcil6ljAiX0sInZlcnNpb24iOilyliwibGlua1 9tb2RIljoicGFzc212ZSIsimNsdX
NOZXJbmFtZSI6InNlcnZIclRSSSJ9fQ== v

Peer Address: 192.168.957 Password: | ssssesssenes
Fingerprint: 7D:32:13:AD:1B:08:31:39:9A:5E:42:31:F3:BB:DA:40:43:46:89:82:1C:E5:59:53:3A:05:42.6E-40-AB-9A 7T

Cluster Network: | i 0 | 1P resolved by node's hostname peer's link address: 192 168 95.7

o o
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15. Tampilan berhasil join cluster “server TRI” pada node server zenhadi

Task viewer: Join Cluster =)
Output JEESIEITE
Stop Download

Establishing API connection with host '192.168.95.7'

Login succesded.

check cluster join API version

Mo duster network links passed explicitly, fallback to local node IP '192.168.95.21°
Request addition of this node

Join request QK, finishing setup locally

stopping pve-cluster service

16. Tampilan pada server node labCloudSAW jika node server zenhadi sudah join cluster
serverTRI.

)x( PRO MO < virtual Environment 7.4-3  Search & Documentation (=ESEERVTS m
Server View #  Datacenter

&5 Datacenter (serverTRI)

[ labCloudsAwW 7 Q Search
[ zenhadi (g S
& Summary "Jetc/pvelnodes/zenhadi/pve-ssl.pem’ does not exist! (500) /'
[J Notes
B zenhadi - root@192.168.95.21 — WinSCP @

Local Mark Files Commands Tabs Options Remote Help
Bl 22 (@ Synchronize 23 & Queue ~  Transfer Settings Default i@~

r00t®192.16895.21 X B NewTab ~

= My documents  ~ [~ [F] ~ EEAYS zenhadi v [T - [T+ 4 - i [ @ S | B FindFiles
New» :[¥] | [¥] =3 Download ~ | [} Edit + X /) [ Properties ~ | [ New + [¥] [=] [@
C:\Users\User\Documents\ /etc/pve/nodes/zenhadi/
Name Size Type Changed Neme Size  Changed Rights Owner
.. Parent directory 08/05/2024 13:26:18 . 28/02/2024 16:40:43 rwxrxr-x  root
Arduino File folder 28/11/2023 02: Ixe 30/04/2024 15:03:44 mXrXex oot
Custom Office Templ... File folder 07/05/2024 00: openvz 30/04/2024 15:14:29 root
Cluster log Zoom File folder 05/01/2024 09: priv 30/04/2024 15:14:29 root
[¥) 2220600057 _Arin Kus..  1,476KB Adobe Acrobat D... ~ 08/05/2024 13: qemu-server 30/04/2024 15:03:44 root
Start Time [ PENGUMUMAN UTS . 387KB  Adobe AcrobatD...  27/03/202421:27:31 [ Irm_status 1KB  16/05/2024 12:14:58 root
May 16 122308 [ pve-sslkey 2KB  30/04/2024 15:14:29 root
[Jpve-sslpem o2 2KB  30/04/2024 15:14:29 root

May 16 11:59:29
Jika ada error utk update certificate, maka ketikkan perintah ini pada semua node:

# pvecm updatecerts
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< C

© Not secure | hitps://192.168.95.7:8006/#v1:0:18:4:

X PROX MO X virtual Environment 7.43 Search

Server View
== Datacenter (serverTRI)
B labCloudSAW
B zenhadi

Cluster log

Start Time End Time

May 16 12:23:08
May 16 11:59:29
May 16 11:19:28
May 16 10:46:15
May 16 10:45:12
May 15 12:49:45
May 15 12:21:45

May 16 12:23:20
May 16 11:59:30
May 16 11:19:28
May 16 10:46:15
May 18 10:46:12
May 15 12:49.45
May 15 12:21:45
May 15 12:19:25

httbs:,

oxmox.com

% Datacenter

Cluster Information

Q Search

& Summary C Cluster Join Information Join Clust
[J Notes Cluster Name: serverTRI

& Cluster Cluster Nodes

@ Cepn Nodename

D EmE labCloudSAW

€ Storage zenhadi

Backup

+21 Ranlication

Node User name Description

zenhadi root@pam Join Cluster

labCloudS root@pam Create Cluster

labCloudS.. reot@pam Update package database
labCloudS.. root@pam Start all VMs and Containers
zenhadi reot@pam Start all VMs and Containers
labClouds$.. root@pam Stop all VMs and Containers
labCloudS root@pam Start all VMs and Containers
labCloudS.. reot@pam Stop all VMs and Coentainers

R N 1 R X

Rt ] Create vM | @ Create CT

© Help

Config Version: 2 Number of Nodes: 2

D Votes Link 0
1 1 192168957
2 1 192.168.95.21

Status
oK
0K
OK
OK
OK
oK
0K
OK v

- >

Klik bagian Summary dan catat informasi didalamnya terutama: CPU, Memory, dan Storage.

17.check node cluster dengan command pvecm node

2P 192.168.95.7 - PUTTY

18. check status cluster dengan command pvecm status



7 3t pvecm
er information

MName :
Config V
Tran ALE

Secure auth:

Quorum information

Date:
Quorum provider:

Quorate

1ip information
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status




