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Wireless?

e Wireless LAN atau WLAN adalah jaringan area
lokal nirkabel yang menggunakan gelombang
radio sebagai pembawanya.

e Link ke pengguna adalah nirkabel, untuk
memberikan koneksi jaringan ke seluruh
pengguna di suatu gedung atau kampus.

e Jaringan backbone biasanya menggunakan
kabel



Bagaimana cara kerja Wireless LAN?

LAN nirkabel beroperasi dengan cara yang hampir
sama seperti LAN kabel, menggunakan protokol
jaringan yang sama dan mendukung sebagian
besar hal yang sama di level aplikasi.



Apa keuntungan WLAN?

Menggunakan protokol physical dan data link yang

khusus

Integrasi ke dalam jaringan Kang ada melalui
Access Point yang menyediakan fungsi
penghubung

Memungkinkan tetap terhubung saat kita
menjelajah dari satu jangkauan area ke jangkauan
area lainnya

Memiliki keamanan yang baik
Memiliki persyaratan interoperabilitas tertentu
Menawarkan kinerja yang berbeda dari LAN kabel.



Physical dan Data Link Layers

Physical Layer:

e NIC nirkabel mengambil frame data dari Link
Layer, mengacak data dengan cara yang telah
ditentukan, kemudian menggunakan aliran data
yang dimodifikasi untuk memodulasi sinyal
pembawa radio.

Data Link Layer:

e Menggunakan Carriers-Sense-Multiple-Access
with Collision Avoidance (CSMA/CA).



Integrasi dengan Existing
Networks

o Wireless Access Points (APs) - perangkat kecil

yang menjembatani lalu lintas nirkabel ke
jaringan user.

e Kebanyakan access point menjembatani LAN
nirkabel ke jaringan Ethernet.



Integrasi dengan Existing
Networks
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Arsitektur Jaringan IEEE 802.11

Arsitektur Jaringan Wirelss:
1. Basic Service Set (BSS)
2. Extended Service Set (ESS)
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STA = station
AP = access point



Jaringan Ad Hoc

e Jaringan peer-to-peer

e Disiapkan untuk memenuhi beberapa kebutuhan
yang mendesak

e Misalnya. sekelompok karyawan, masing-masing
dengan laptop atau smartphone, dalam
pertemuan bisnis atau kelas

e Jaringan selama pertemuan tersebut
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Add Hoc LAN

e Sekelompok stasiun
yang menggunakan
frekuensi radio yang
sama — Basic Service
Set
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Infrastructure Wireless LAN

High-speed Backbone Wired LAN
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Multi-Cell Wireless LAN Configuration
(Infrastructure Network)




Access Point dalam “Root Mode”
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Access Point dalam “Repeater
Mode”
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IEEE 802.11 Protocol
Architecture

MAC
Layer

Logical Link Control

Contention-free

service
Contention
service
Point
Coordination
Function (DCF) Y

Distributed Coordination Function

IEEE 802.11

IEEE 802.11a

IEEE 802.11b

(DCF)
2.4-Ghz 2.4-Ghz Infrared 5-Ghz 2.4-Ghz 2.4-Ghz
frequency- direct- 1 Mbps orthogonal direct DS-SS
hopping sequence 2 Mbps FDM sequence 6, 9, 12,
spread spread 6,9, 12, spread 18, 24, 36,
spectrum spectrum 18, 24, 36, | spectrum | 48, 54 Mbps
1 Mbps 1 Mbps 48, 54 Mbps| 5.5 Mbps
2 Mbps 2 Mbps 11 Mbps
S— — et e e e e e
|IEEE 802.11g
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Choose? AvsBvs G

Wireless Technology Comparison Chart

802.11b

Widely adopted. Readily available
everywherg.

Up to 11Mbps (note: cable modem

service typically averages no more
than 4 to 5Mbps).

Inexpensive.

More crowded 2.4GHz band. Some
conflict may occur with other 2.4GHz
devices like cordless phones,
microwave ovens, etc.

Good Range. Typically up to 100-150
feet indoors, depending on
construction, building materials,
room layout.

The number of public "hotspots® is
growing rapidly, allowing wireless
connectivity in many airports, hotels,
college campuses, public areas, and
restavrants.

Widest adoption,

e

802,114

New technology.

Up to 54Mbps
(5X greater than 802.11b).

Relatively more expensive.

Uncrowded 5GHz band can
coexist with 2.4 GHz networks
without interference.

Shorter range than 802.11b &
802.11q. Typically 25 to 75 feet
Indoors,

None at this time,

Incompatible with 802.11b or
802.11g.

802.11g

New technology with rapid growth
expected.

Up to 54Mbps
(5X greater than 802.11b).

Relatively mexpensive.

More crowded 2.4GHz band. Some
conflict may occur with other 2.4GHz
devices fike cordiess phones,
microwave ovens, etc.

Good Range. Typically up to 100-
150 feet Indoors, depending on
construction, building materials,
room layout.

Compalible with current 802.11b
hotspots (at 11Mbps). Also, it is
expected that most 802.11b
hotspots will quickly convert to
802.11g.

Interoperates with 802.11b
networks (at 11Mpbs). Incompatible
with 802.11a.

17



Kecepatan WiFi

Kecepatan data
Protokol Frekuensi Lebar Kanal MIMO maksimum
(teoretis)
2,4 atau 5 20, 40, 80, 160 Multi Pengguna (MU- :
802.11 ' ' 2,4 Gbps
o GHz MHz MIMO) b
802.11ac 5 CH 20, 40, 80, 160 Multi Pengguna (MU- 173 Gbps®
wave2 2 MHz MIMO) 1= =hbs
802.11 P T L {(SU- .
A 5 GHz 20, 40, 80 MHz engguna Tunggal ( 866,7 Mbps’
wave ] MIMO)
2,4 atau 5 Pengguna Tunggal (SU- ;
802.11 20, 40 MH 450 Mb
" GHz | ‘ MIMO) ps
802.11g 2.4 GHz 20 MHz N/A 54 Mbps
802.11a 5 GHz 20 MHz N/JA 54 Mbps
202.11b 2.4 GHz 20 MHz N/A 11 Mbps
Lama 802.11 2,4 GHz 20 MHz N/A 2 Mbps

'2 Aliran spasial dengan modulasi 1024-QAM.
* 2 Aliran spasial dengan modulasi 256-QAM.
* 3 Aliran spasial dengan modulasi 64-QAM.




Benefits of Avs B vs G

802.11a
Wireless-A
° Supportn more

| interfmnce m
2.4GHz devices

e Can co-exist with
B and G networks

e Coverage limited
To one room

802.11g
Wireless-G

e Best value - only
10% premium for
5 times the speed
of Wireless-B

e Compatible with
Wireless-B
networks and
hotspots

e Excellent signal
range

e Coverage
penetrates most
walls
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Table 1. [EEE 802.11 WLAN standards.

Maximum Layer 3 Compatible Major Major
Standard Spectrum  physical rate datarate Transmission  with disadvantage advantage(s)
802.11 2.4 GHz 2 Mbps 1.2 Mbps FHSS/DSSS None Limited bit rate Higher range
802.11a 5.0 GHz 54 Mbps 32 Mbps OFDM None Smallest range Higher bit rate
of all 802.11 in less-crowded
standards spectrum
802.11b 2.4 GHz 11 Mbps 6-7 Mbps DSSS 802.11 Bit rate too low Widely deployed;
for many higher range
amerging
applications
802.11¢ 2.4 GHz 54 Mbps 32 Mbps OFDM 80211/ Limited number of Higher bit rate in
802.11b colocated WLANs 2.4-GHz spectrum
due to narrow  higher range than
spectrum 802.11a
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802.11 Physical Layer

802.11 ‘
Spread Infrared
Spectrum (IR)
Frequency Direct
Hopping Sequencing
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Spread Spectrum

[\ Narrowband
(High Peak Power)

Power

Spread Spectrum
(Low Peak Power)

Frequency
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Frequency Hopping Spread Spectrum

An Example of a Co-located Frequency Hopping System

Transmission Frequency (GHz)
N i
B Divided into 79 &
S 1 MHzChannels &

200 400 600 800 1000 1200 1400 1600
Elapsed Time in Milliseconds (ms)

Channel1  [JJ channei2 | Channel 78
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Direct Sequencing Spread Spectrum

Channel Allocation and Spectral Relationship

—»
«—— 22MHzZ —p

[ Channeh

3 MHz

Each channel is 22 MHz wide.
In order for two bands not to
overlap (interfere), there must
be four channels between them.

A maximum of three channels
«— may be co-located (as shown)
without overlap (interference).

6annh énne}

2.401 GHz

2473 GHz
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Representasi Grafis Wi-Fi
channels di 2.4 GHz band

1 2 3 4 5 B 7 B 9 10 11 12 13 14  Channel
2412 2417 2422 2457 2432 2437 2442 2447 2452 245 2482 2487 2472 2484 Center Frequency

22 MHz
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Channel Reuse

Channel 1 Channel 1
» .‘ ‘ )
> : Channel 6: //
| :
| ,'/ | ,'/
Channel 11 ! // . Channel 11
Channel 1
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Standards -a, b, 9
~SpeeT [ 860Kbps

Network

1 and 2 Mbps 11 Mbps 94 Mbps
2.4 GHz > GHz
. IEEE 802.11Begins ~ :802.11  :802.11a,b :802.11g

. Drafting : Ratified :Ratified :Ratified

7 7 7
1986 1988 1990

802.11a
— Up to 54 Mbps
—5 GHz

7 7 7 7 7 7
1992 1994 1996 1998 2000 2003

— Not compatible with either 802.11b or 802.11g

802.11b
— Up to 11 Mbps
— 2.4 GHz
802.11g
— Up to 54 Mbps
— 2.4 GHz

\

802.11g is backwards compatible
with 802.11b, but with a drawback
(later)
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Teknologi 802.11 PHY (Physical Layer)

-m'_ 1 and 2 Mbps 11 Mbps 54 Mbps ™=

: IEEE 802.11Begins :802.11  :802.11a,b :802.119g

. Drafting : Ratified :Ratified :Ratified
7/ 7 7 7/ 7/ 7/ 7/ 7/ 7/
1986 1988 1990 1992 1994 1996 1998 2000 2003

e Tiga jenis transmisi radio dalam pita frekuensi 2,4 GHz unlicensed:
— Frequency hopping spread spectrum (FHSS) 802.11b (not used)
— Direct sequence spread spectrum (DSSS) 802.11b
— Orthogonal frequency-division multiplexing (OFDM) 802.11g
e Salah satu jenis transmisi radio dalam pita frekuensi 5 GHz unlicensed:
— Orthogonal frequency-division multiplexing (OFDM) 802.11a
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WLAN Devices: Access Points

Infrastruktur Dalam Gedung
+ 1200 Series (802.11a and 802.11b)
+ 1100 Series (802.11b)
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Wireless LAN Devices: Client
Adapters

Clients (NICs)
« 350 Series (802.11b)
* 5 GHz client adapter (802.11a)

Driver didukung untuk semua sistem operasi.
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Wireless LAN Devices:
Antennas

Antenna
°2.4GHz Antennas

5 GHz Antennas
Indoor Vs Outdoor
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Antennas

* |Indoor and Outdoor  Qutdoor
°* WLAN and Bridging ° Bridging

* 2.4 GHz * 5GHz

Ky




Dipole /| Omni Antenna

™
~

Lo ) ‘
\‘u;.g".v
Omni Ceiling Mount Antenna Omni Ground Plane Antenna

Omni Pillar Mount Antenna
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Point to Multipoint Link
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Point-to-point Wireless Link

NN NN

0000|A5 o000
5500000 “=o000iAg
0] 11010 (1] (1] 10100 0]




Antenna

LIL]
LI

HEEE
NN
LU
HE[E

L0
L0
L0

Fresnel Zone

Line of Sight

LI
LI

LI
LI
LD
Hm|m

L[]
L0
LIL]

36



Packet Analysis

Bl RiroPeek - [Capture Lapc] ik = |8 x|
(Bl Rl Edt Wiew Cophure  Satstes Tods Windos Hep == =]
[0 = W N EE W R R L ==l Nl R il

| Packets: | 1 JES

e =SS

| Packet  Source | mestination | mEsID Duta Fate | Channel  Signal | Mags  Size | ute Time | P =1

1 78 ) 00z 40;95; 26; FC:AD Eroadce=t ; 00:40:D6; 28: FC: BD 1.0 L a5 . T 96 | LZ:52:44.655176 0 @0Z.1)1 Beacon =
F9 . 00:40:95:2B:FC: 30 { Broadcest i DO0:40=96: ZH:=FC: 30 i.0 L £ E 95 ¢ LE:52:44.H98152 @ BOZ. 1l Beacon

: EO  00:40:a95: 26 FCLETD | Broadcast O0:40: 55 a2 FC: EH i.0 L 3% - BE; 12: 52:44. 957540 A@0Z_11 Beacon

1 GL . 00:40:96:26:FC:30 ¢ Broadcest BRLULEE WER R e ] 1.0 L al% . ¥ 96 0 LEI5E:45, 000546 &03.11 Beacon

1 Bz 0 00:40;96: 26:FC:30 0 OL:A0z56:00:00: 00 | 00:40: 26: 28:FC: 30 11.10 L G3% 270 0 12 52:45. 040507 | SHAR-D0-40-85-00-0[
E3 ; 00:40:95: 2E: FC:AD | Broadcest . DO:40z56: 2Bz FC:ED i.0 L 835 3 95 LEZ!52:45.059372  BOZ. 1l Beacon

: Ed  4J:00:&z:10:01:03 | Broadcast O0:4dz 26 ZE2FC: 30 11.10 L L 8z 12 52:45. 067327 ARF Reguest

1 BE | 00:490:96: 261 FC:30 |, Eroadcest PODra4lz e 28 FC 30 1.0 L g5% ¥ 96 LZiAZe4s, LOS0S0 0 &03.11 EBeacon

1 B5 | 00:40:95: 26: FC:AD) ; Broadcoest { 00:40: 26: 28: FC: BD 1.0 L a45%  * 95§ 12 52:45.162375 | 802.11 Beacon
E7 ; 00:40:95: 2B: FC:30 Eroadcest | DO:40z56: 2Bz FC: 30 i.0 L 655 3 95 | LEZ!52:45. 205356 BOZ. 11 Beacon

: E&  IF-0.0.0.0 . I'F Broasdcoastc O0:40z 56 Z6=FC: 30 11.10 L a5% 3545 l2: 52:45. 227545 TP DHCP

1 B9 00:1:DC:BO3E:32 | Broadcest LIRS e B e 11.10 L a5% 820 LE1s3s4n, 240376 ARP faear

1 20 | 00:40:95: 26; FC:AD)  Eroadcest L 00:40: 26; E6: FC: B 1.0 L 8i% . * 95 0 LZi 5Z2:45.264704 0 602011 Beacon

1 SL  00:40:95:2E: FC:30 Eroadcast | DO0:40:z59E:ZBzFC: 30 1.0 L 53T T 96 ¢ LEZ!S5Z2:45.307822  BOZ. Ll Beacon

1 5%  00J:D02:zD:05:FiradE | Dorddz 56 ZE2FC: 30 O0:ddz 26 ZE2FC: 30 z.0 L 100% z8 12 5245, 3083258 80Z.11 Dara

1 EE L0003 E 0 FE AR | 2.0 L Gl # L4} 12153845, 308803 =05, 11 ac

1 54 00:02:20:05:F3:4E | Broadcest . BEroadcest 2.0 L l0as o« A3 0 LEZ: 52:45.3L004)1 0 G0Z.11 Probe Beqg

1 895  00:40:95: 2E: FC:ED OO0:02z2D:09:F=: 4K | O0:<40z586: 2Bz FC:EOD 1.0 L a5% ;| ~ 90 ¢ LE:52:45.3L1146  BOZ.11 Probe Rap

1 =l , Do:xd4dzoE: 2R FO:BO 1.0 L 100s  # Lﬂl; l2: 52rd5 3L1406 0 80211 Aok

1 F 0034096526 FOEA0 | D002 ER: 09 FEI AR | O0:403 B EREFC: &0 1.0 L g3% ¥ 900 1E153:45, 313495 &03.11 Probe Rap

1 =g O0:ad: 26 28 FLaa0 | 1.0 L l00% - ¢ L | LZi 5345, L3056 | G902, 11 Ack

1 589  00:0Z!Z0:=:05:F3:rddX ! BEroadcest i Eroadcast Z.0 L 405 43 § 1F:!52:45. 320516 @ BOZ. 11 Probe Req

1 100 0d:02: 20:05: FardE | Broadoast FBroadcast 2.0 L 13a% | * 45 12: 52:45. 53534380 0 80211 Probe Reg

1 10L | 00240 96: 26: FC:ED | Broadcest L0040z 6 25 FLiED 1.0 L a3 v 96 LZ2153:45, 367181 &03.11 Beacon

1 102 | 00:03; 20: 09 FI: 4E Broadce=t | Broadce=t 2.0 L ans . T 93 0 LE; 5Z:45.367250 0 G0Z.11 Probe Peg

1 103  00:D02:20:05:F3rdX ! DO=40=9E:2E:FC:30 2.0 L 1005 & 20 ¢ LE:52:45.402144 ¢ BOZ.11 P5-Fnll

1 104 . DO:0Z2=ED:059:F3: 48 2.0 L EH5% & Lﬂ-; 12! G245 402336 0 A02Z_11 Ack

1 LOS  00:a0i 96281 F030 00028 R 093F3 48 | 00:40: 561 352 FC1 30 11.10 L a5% S8 LE3iAZs45, 02816 0 #03.11 Dars

1 L0G cO0:ddz B0 28 FL: 30 | 11.10 L l00s : ¥ L | LZ:53:45. 403039 ) 602,11 Ack

1 107 00:40:95:2E: FC:30 | Eroadcest i DO0:40=55: 2=FC: 30 1.0 L qas ot 95 ¢ LE:52:45.410142  BOZ.11 Beacon

1 108  0d:40:a5: 26: FCLBTD | Broadcast O0:40: 55 a2 FC: EH i.0 L a5k - BE; 12 52:45. 459501 a0z 11 Beacon

1 109 | 00:40i96:261FC:30 | Broadcast BRLUUEE ER ey e ] 1.0 L a5% ¥ 96 | 1355545, 5LE61E @05, 11 Beacon

1 LLO  Q0:CO:F0:3z:41:EF ! Eroadoe=t DoO0:dAd: PE: 28z FC: 30 11.10 L Ea% 82§ lZ;5Z:45. 536716 APP Request
11l  00d:40:95:2B: FC:HD { Broadcest { DO0:40:=96: ZH: FC:HD i.0 L 5% E 95 ; LE:5Z:45. 571302 | BOZ. 11l Beacon

i 11z  0d:40:as5: 2B FC 30 | Broadcast O0:4d: S5 2a2FC: 30 i.0 L L - BE; 12 52:45. 614337 a0z 11 Beacon -

i | 1]
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For Help, press Fi 5 Hone




Data Encryption

Transmisi Informasi yang Aman

Physical layer
— Keamanan fisik transmisi data diperoleh dengan menggunakan

teknologi spektrum tersebar yang membuatnya tahan
terhadap gangguan

MAC (Medium Access Control) layer
— Algoritma enkripsi disebut Wired Equivalent Privacy (WEP)
Gunakan kunci enkripsi statis.
— Wi-Fi Protected Access (WPA)
WPA menggunakan Temporal Key Integrity Protocol (TKIP),
yang mengubah kunci dengan setiap paket data.
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Survei Lokasi

e Membantu menentukan cakupan area,
kecepatan data, penempatan Access Point yang

tepat.

e Kumpulkan informasi: membuat diagram area
cakupan dan mengukur kekuatan sinyal, SNR
(signal to noise ratio), tingkat interferensi RF
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Survei Lokasi

“OUTSIDE IN” SURVEY METHOD—EXAMPLE
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