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TOPIK BAHASAN

« RFID Sensor
- Bluetooth Pairing
- Bluetooth Beacon
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RFID SENSOR

Sistem Komunikasi Nirkabel (T. Telelekomunikasi)



Topologi Jaringan

- Designlah jaringan seperti berikut:
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Setting pada HomeGateway

Setting IP Address (DHCP Server)

? Home Gateway

Physical Config

GuUI

Aftributes

— 0 X

GLOBAL
Settings
Algorithm Settings
INTERFACE

Internet

LAN

Wireless

LAM Settings

IP Configuration
IP Address

Subnet Mask

192.168.25.1
255.255.255.0

Setting WiFi & Security

? Home Gateway(

— O X
Physical Config Gul Aftributes
GLOBAL Wireless Settings
Settings 2 |HomeGateway
Algorithm Settings 2.4 GHz Channel -2 437GHz -
=
INTERFACE Coverage Range (meters) |250|00 2
Internet Authentication
T () pisabled () WER WEP Kay
e () wra-Psk I ® W-PAZ—PSK PSK Pass Phrase rfid1234 I
() wea ) weaz
RADIUS Server Settings
IP Address

Shared Secret

Encryption Type
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Setting pada Perangkat Sensor loT

Setting SSID dan passcode

Setting DHCP dan koneksi ke |oT Server

B2 Readler — O
Specifications /0 Config Physical Config Thing Editor Programming Aftributes
——
GLOBAL Wireless0
F— Port Status on
Algorithm Settings [Bandwidth 300 Mbps
s MAC Address |0002.1703.B508
=D [HomeGateway
INTERFACE
Authentication
Wirelesso
() Disabled () weP WEF Key
() weaPsk I (®) wraz2-PSK PSK Pass Phrase rfid1234 I
UseriD
() wea () weaz
Password
() soz1x Method. D5
User Mame
Password
Encryption Type AES -

IP Configuration

| (® orce|
() static

IP Address

Subnet Mask

192.168.25.103
255.255.255.0

? Reader

Specifications 1i0 Config

GLOBAL

Settings

Algorithm Settings
Files
INTERFACE

Wireless0

Physical Config Thing Editor Programming Aftributes
——
Global Settings
Display Name Reader
Serial Number PTT0810Z8N6-

Gateway/DNS Pyt
(®) pHep
() static
Gateway 192.168.25.1

DNS Server 0.0.0.0

Gateway/DNS IPvE

(®) DHee
O Auto Config
O Static

IPvb Gateway

IPv6 DNS Server

IoT Server
O None
@ Home Gateway

. Remote Server

ServerAddress

- Lakukan hal yang sama pada semua perangkat IoT
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Setting RFID Card

- Pada Kartu Rumah untuk masuk, atur 100.
- Sedang lainnya gunakan default: 1001

¥ Kartu Rumah - Ol X
Specifications Physical Config Aftributes
Aftributes:
Name Attribute ~
1 MTBF 300000
2 cost 250
v
< >
Properties:
Property Walue
1 CardID 100
< >
Refresh
[ ] Top Advanced
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Setting Aktuator (Kontrol) Perangkat IoT

® Smartphone O
Physical Config Desktop Programming Aftributes
——
GLOBAL Wireless0
S Fort Status on
Algorithm Settings FEIERED 300 Mbps
MAC Addi
INTERFACE ress [0030.F2BA.737B
- SsID HomeGateway
Wireless0
Authentication
36/4G Cell1
() pisabted () wep WEP Key
Bluetooth
(O weapsk | (@) wrrePsK  PSKPassPhrase rfid1234 |
User ID
() wea O weaz
Password
() eo21x Method: VDS v
User Name
Password
Encryption Type AES -
\PCunﬁiuratmn
O Static
IP Address 192.168.25.110
Subnet Mask 255.255.255.0

® Smartphone0 — [l X

Physical Config Deskiop Programming Aftributes

IoT Server - Devices

Home || Conditions | Editor | Log Out

~ @ Pintu (PTT0810KIB4-) Door

Open .
Lock Unlock |-

~ @ Reader (PTT0810Z8N6-) RFID Reader

Card ID
Status

0
Valid | Invalid |-

l:‘ Top

BFIDUINL | TS TR Wy ey
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Setting Aktuator (Kontrol) Perangkat IoT

Edit Rule x
Name
Enabled
If:
Match AIl -~ + Condition | + Group
Reader ~| Status ~| |is ~| Valid _ 1
Then set: + Action
Pintu ~ |Lock ~ to |Unlock ~
Edit Rule
Name [RFID Lock Dood
Enabled
If:
Match Any -~ + Condition | | + Group
Reader ~| |Status =~ |is ~| |Invalid ~ _
Reader ~| |Status =~ |is ~| |Waiting - _
Then set: + Action
Pintu ~| |lLock ~| to Lock - :
Edit Rule ®
Enabled
If:
Match All - + Condition = | + Group
Reader ~| [CardID ~| = - B
Then set: + Action
Reader ~ |Status ~| to Valid - :
T
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Pengujian Kontrol Perangkat loT

Gunakan Kartu Rumah untuk membuka pintu, dan uji dengan kartu lainnya.

Kartu Rumah

-
s
e

Kartu Lainnya

<
=
-

* RFID
Ft,liﬁfur RFID Re3hH, Card
Read‘é?”“ Lain1
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BLUETOOTH PAIRING



Topologi Jaringan
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Pairing

B Remote BLE - O X
Specifications 110 Config Physical Config Thing Editor Programming Attributes
——
GLOBAL Bluetooth ~
m— Port Status on
Algorithm Settings fcioiee 0001.4227.82D2
il (Coverage Range (meters) |10,00 E|
iles
Discoverable on
INTERFACE
Wireless0 Devices
Bluetooth Name MAC Address Status
Speaker 0060.5C28.1598 Unpaired
Discover I Pair ” unpair “ Tether ” Untether ‘
Beacon Broadcasting
Broadcast l:‘ On
Frequency (seconds) 10
uuiD B1-eae3-4dde-b605-8fc779a03180}
Data
v

Devices

Name MAC Address Status

Speaker 0060.5C28.1598 Paired, Connected

Discover I Pair I Unpair ” Tether H Untether
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Pengujian

Tekan tombol On untuk membunyikan Bluetooth Speaker

Bluetooth Speaker
Speaker

T
3
o 2

IIIIIIH”HI”I”HI

? Smartphone0

Deskiop Programming Aftributes

Physical Canfig
|

IoT Server - Devices Home | Conditions | Editor | Log Qut
Door

» @ Pintu (PTT0810KIB4-)
» @ Reader (PTT0810Z8N6-) RFID Reader
+ @ Remote BLE (PTT0810J6YY-) Portable Music Player

On
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BLUETOOTH BEACON



Topologi Jaringan
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Pengaturan Beacon

\iﬂ Beacon1

- O x
mns 1’0 Config Config Thing Editor Programming Attributes 4 }
Aftributes

Name Attribute ~
1 MTBF 300000
2 cost 250
3 power source 1
4 wanl iimibe s i
< >
Properties:

Property Value
1 beaconData Location 1
2 beaconUuid {00000000-0000-0000-0000-000000000001}
< >

Refresh
l:‘ Top

? Beacon1

- O X
mns IO Config Config Thing Editor Programming Aftributes ‘ }
—
Attributes
Name Attribute ~
1 MTBF 300000
2 cost 250
3 power source 1
v
A wmnl o comide k2]
< >
Properties
Property Value

1 Ibeacanata

Kedai Coffee Aisha Diskon 30% I

2 beaconUuid

{00000000-0000-0000-0000-000000000001}

\? Beacon2

— U X 5
Specifications I Reesn |
Aftributes:
Name Aftribute ~
1 MTBF 300000
2 cost 250
1T AAAAar eAlIiFea 1 ~
< >
Properties:
Property Value
1 |beaconData Kedai Roti Nafisa (Diskon 40%)

2 beaconUuid

{00000000-0000-0000-0000-000000000002}

>
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Pengaturan Smartphone

¥ Smartphone1 - | X
Physical Config Desktop Programming Aftributes ? Smar‘tphone1
GLOBAL Bluetooth ~
Port Status on
LT . 0007.EC98.4159 Physical Config Desktop Programming Aftributes
Algorithm Settings | . . — —
Coverage Range (meters) 10,00 o
INTETH‘CE Discoverable On NO Pro el 03! "—‘ned
Wireless0
T Devices Open | New || Delete | Rename  Import In
Bluetooth Name MAC Address Status C t p N ct .
reate rFroje
Unpair Enter a project name and select the project type.
Beacon Broadcasling Name: |MonitorBeacon
Broaacast [Jon
Frequency (seconds) 10
uuD c-4370-44eb-a5e6-ec959b96c18a} @ TemEIate
Dat : :
e | . Empty - Python v
| Script Project

MonitorBeacon (Python) - main.py

Open | | New

Delete

ERename

main.py

1

(== B I Y S VI VI

w

10~
11
12
13
14
15
16
17
18 ~
19
20
21~
22

Import Install to Desktop | Run | Clear Outputs
Reload  Copy  Paste Undo | Redo | Find @ Replace Zoom: + -
from blustooth import *
from time import *
dstService = "{00000000-0000-0000-0000-000000000001}"
dstMac = "FFFF.FFFF.FFFF"
def onBluetoothReceive (srcMac, srcService, dstMac, dstService, data):
print ("received from " + srcMac + ":" + srcService + ":" + data)
def main():
Blustooth.init ()
service = BlustoothService()
service.onReceive (onBlustoothReceive)
print (service.start(dstService))
while True:
delay (5000)
if name_ == "_main_":
main ()
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LI
I el |g UJ |a.| l ¥ smartphonet - o x
Physical Config Desktop Programming Aftributes
MonitorBeacon (Python) - main.py
Open  New  Delete  Rename | Import Install to Desktop Clear Outputs | Help
L Reload | Copy | Paste | Undo | Redo | Find | Replace | Zoom: + |-
main. |
\g Beacon1 — O X Py 1 from blustooth import * ~
2  from time import *
B
Specifications 110 Config Config Thing Editer Programming Attributes 4 dstService = "{00000000-0000-0000-0000-000000000001}"
5 dstMac = "FFFF.FFFF.FFFF"
Beacon (Python) - main.py [
Opcn)| | ew | Dtz | | Regame| [omport Clear Guiputs | | Help T~ def nn}?bluetanthgeceive(srcMac, srcSesrvice, dstMac, ?stﬁervice, data) :
8 print("received from " + srcMac + ":" + srcService + ":" + data)
- Reload | Copy | Paste |Undo |Redo Find | Replace Zoom: + |- 9 .
main-py 1 from physical import * 12' def main():
2 from bluetooth import * 12 Blustooth.init ()
3 from time import * iz HEEooTR-InL v
4
5 DEFAULT BEACON_UUID = "{00000000-0000-0000-0000-000000000001}" Starting MonitorBeacon (Python)... ~
€ DEFAULT_BEACON DATA = "Location 1" True
7 received from 00EO.B082.4E84:{00000000-0000-0000-0000-000000000000}:Kedai Coffee Aisha
8 def setup(): Diskon 30%
: Bluetooth.init () received from 00E0.BOS2.4E84:{00000000-0000-0000-0000-000000000000}:Kedai Coffes Aisha
10 Bluetooth.enableBroadcast (True) Diskon 30%
11 global DEFAULT_BEACON_UUID N i i . .
12 global DEFAULT BEACON DATA rt?celved from O0DEQ.BOSZ.4ES84:{00000000-0000-0000-0000-000000000000}:Kedai Coffee Aisha
13 wuid = getDeviceProperty(getName(), "beaconUuid"} Diskon 30% . .
14~ if uuid == None: received from (QO0EQ.BOSZ.4ES84:{00000000-0000-0000-0000-000000000000}:FKedai Coffee Aisha
15 setDeviceProperty (getNams (), "beaconUuid", DEFAULT BEACON UUID) Diskon 30% v
16 received from 00EQ.B0SZ2.4E84:{00000000-0000-0000-0000-000000000000}:Kedai Coffee Risha
17 data = getDeviceProperty(getName(), "bsaconData") i i z
18~ if data == Nons:
19 setDeviceProperty(getName (), "bsaconData", DEFAULT BEACON DATA) D Top
20
21
22+ def main():
3 setupl) ¥ Smartphone1 — O x
20+ while True: “X smartphone
25 uuid = getDeviceProperty(getMams(), "bsaconUuid")
26 data = getDeviceProperty(gstNams (), "beaconData") Physical Config Deskiop Programming Attributes
27 print "Broadcasting to " + str(uuid)
28 Blustooth.broadcastBeacon (uuid, data) MonitorBeacon (Python) - main.py
29 delay (5000)
a0 ¥ Open | New | Delete  Rename | Import Install to Desktop | Stop | Clear Outputs | Help
i;' i —m::nne;)— e o Reload || Copy | Paste | Unde | Redo | Find | Replace | Zoom: + |-
main.py 1 from bluetooth import * ~
Broadcasting to {UUUUUUUU-UUUU-U0U0-0U0U-UUUUUDUUUUULT 2 from time import *
. A g
Beacon (JavaScript) stopped. :
Starting Beacon (Python)... ; %ervicer;lﬂ?{E‘E‘EEDEEE‘;DDDD*DDDD*DDDD*DDDDDDDDDDDZ] I
Broadcasting to {00000000-0000-0000-0000-000000000001} 5 2 StHas — - -
Broadcasting to {00000000-0000-0000-0000-000000000001} 7+ def onBluetoothReceive (srcMac, srcService, dstMac, dstService, data):
” 8 print("received from " + srcMac + ":" + srcService + + data)
9
10 ~ def main():|
11
12 Bluetooth.init ()
13 h
Starting MonitorBeacon (Python)...
True
received from 00DO0.587B.20D5:{00000000-0000-0000-0000-000000000000}) :Redai Roti Nafisa (Diskon
40%)
received from 00DO0O.587B.20D5:{00000000-0000-0000-0000-000000000000} :Kedai Roti Nafisa (Diskon
40%)
received from 00D0O.587B.20D5: {00000000-0000-0000-0000-000000000000}) :Kedai Roti Nafisa (Diskon
40%)
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Integrasi Network
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TUGAS

- Buatlah aplikasi berbasis RFID atau BLE Card

- Buatlah laporan resmi dengan melampirkan:
- Desain dan penjelasannya di file word
- Desain di packet tracer
- Terakhir pengumpulan: hari Sabtu jam 23.59

- Upload di google drive
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