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TOPIK BAHASAN

- Smoke Detector
- Motion Detector
- Trip Sensor
- Fire Monitor
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SMOKE DETECTOR



Topologi Jaringan

Server-PT
loT Server

- Designlah jaringan seperti berikut:
4

L
SMARTPHOME-PT
Smartphonel

Smaoke Detector
Detekior Asap

Window
Jendela

Siren
3irine
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Setting pada HomeGateway

Setting IP Address (DHCP Server)

® Home Gateway - L] X
Physical Canfig GUI Aftributes
——
Settings IP Configuration
Algorithm Settings IP Address 192.168.25.1
INTERFACE Subnet Mask 2552552550
Internet . .. .
o Setting WiFI & Security
Wireless ? Home Gateway( -
Physical Config GuI Aftributes
GLOBAL Wireless Settings
Settings 5D \HcmeGatewav
2.4 GHz Channel 6-2437GHz.
Algorithm Settings —
Coverage Range (meters) ‘250.00 v
INTERFACE
Internat Authentication
L () Disavles () wEP WEP Key
O weapsk | @) weazpsk  Pskpass Phrase tes12345
Wireless
(O wea () wea2
RADIUS Server Settings
IP Address
Shared Secret
Encryption Type AES

[]moe
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Setting pada lIoT Server

Setting IP Gateway

? loT Server

Physical Config Senices Deskiop

Programming

Aftributes

GLOBAL

Settings

Global Settings

Algorithm Settings Display Name

|IoT Server

INTERFACE
Gateway/DNS [Pvd

| (®) pHecP I
I
() static

Gateway

FastEthernet0

DMS Server

192.168.25.1
0.0.00

Gateway/DNS IPvE

() pHep
O Auto Config
(®) static

IPvE Gateway

IPvE DNS Server

Setting IP Address

® Server0 — Cl X
Physical Config Senices Desktop Programming Aftributes
I
GLOBAL FastEthernet0 A
o — Port Status on
. : Bandwidth 10 Mbps /| Auto
Algorithm Settings .
Duplex Half Duplex Full Duplex Auto
INTERFACE
MAC Address 00D0.973C.0EBS
FastEthernet0 |
IP Configuration

() pHer

(®) static

IP Address
Subnet Mask

192.168.25.100

255.255.255.0
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Setting Aplikasi IoT pada Server

10T Server — O X ® 10T Server — | X
Physical Config Services Desktop Programming Aftributes Physical Config Semnices Deskiop Programming Attribuths }
I
SERVICES Registration Server SEIHES Registration Server
HTTP
Senice ® on Qo HTTP Senvice (® on () or
DHCP DHCP
Username Password
DHCPvE DHCPV6
TFTP i i
TETP 1 admin admin
DNS
DNS
SYSLOG
SYSLOG
AAA
AAA
NTP
NTP
EMAIL
EMAIL
FTP
FTP
T Delete I IoT
VM Management Delete
X VM Management
Radius EAP
Radius EAP
® Smartphone0 - | X \? Smartphone0 - d X
Physical Config Desktop Programming Altributes
Config Deskiop Programming Aftributes

Registration Server Login

Wrong username or password

Username: | ‘

Password: | ‘

Sign In

Don't have an [oE accoun 20 up 10w

Registration Server Account Creation

Username: |admin |

Password: [peses] |

Create
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Setting pada Perangkat Sensor loT

Setting SSID dan passcode

B Detektor Asap — O X
Specifications 110 Config Physical Caonfig Thing Editor Programming Attributes
——
GLOBAL Wireless0 ~
STE Part Status on
Algorithm Settings P 11 Mbps
s MAC Adress |000A.410A.76A7 |
) HomeGateway |
INTERFACE
Autr ion
Wireless0

() pisaves () wep WEP Key

(O weapsk  [(®) WPAzPSK  PSKPass Phrase [tes12345| |
UserID

() wea O weaz
Password

() so2.1x Method: DS
User Name
Password

Encryption Type AES -

IP Configuration
() static

IP Address

Subnet Mask

169.254.118.167
255.255.0.0

IPvG Configuration
(®) DHCP
O Auto Config
() static

IPvE Address

Link Local Address:

FE80::20A:41FF:FEQA:T6AT

l:‘ Top

Setting DHCP dan koneksi ke |oT Server

Eﬂ Detektor Asap

Specifications 110 Config

GLOBAL

Settings

Algorithm Settings
Files
INTERFACE

Wireless0

Physical Conl

fig Thing Editor

Programming

O X

Aftributes

Global Settings

Display Name

Detektor Asap

Serial Number

PTTO0810NB26-

Gateway/DNS IPvd
O Static
Gateway

DNE Server

192.168.25.1

Gateway/DNS IPvE
(®) pHecp

O Auto Config
O Static

IPvE Gateway

IPv6 DNS Server

10T Senver

O None

O Home Gateway

@ Remaote Server
Server Address
User Name

Password

1192.168.25.100

‘admin

‘admin

Refresh

l:‘ Top

- Lakukan hal yang sama pada semua perangkat IoT
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Setting Aktuator (Kontrol) Perangkat IoT

? loT Server

Physical Config Senices Desktop

Programming Aftributes

IoT Server - Devices Home

4

@ Detektor Asap (PTTO810NB26-)

Alarm

Level

4

@ Kipas (PTT0810S1C8-)

Status

4

@ 1endela (PTT0810029B-)

On

4

@ sirine (PTT0810QZ4R-)

On

Editor | Log QOut

Smoke Detector

0
Ceiling Fan

B Low | High |
Window

Siren

Add Rule

Name Asap-On

| Enabled

If:

Match |All

Detektor Asap ~

Level =~ >=

=

- Conditi

+ Group

Then set:
Kipas -
Jendela -
Sirine =

Status ~ to High -~
On - to |true ~
On =~ to |true ~

+ Action

l:‘ Top

Add Rule

Name |Asap-Off

Enabled
If:

Match All ~
Detektor Asap ~

Level - |<

4
=
=

+ Conditi

+ Group

Then set:
Kipas -

Sirine - |On

Status
Jendela ~| On

- to |Off ~
- to false -~
- to false ~
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+ Action

Cancel



Pengujian Kontrol Perangkat loT

Mobil memberikan asap => kipas nyala, jendela terbuka, sirine berbunyi

(® Smartphone0 — [l X
Physical Config Desktop Programming Attributes
1oT Server SMARTPHONE-FT IoT Server - Devices Home | Conditions | Editor | Log Out

Smartphoned
~ @ Detektor Asap (PTT0810NB26-) Smoke Detector

Alarm o

Level 0.153648
\ J Kipas (PTT081051C8-) Ceiling Fan

Status off | Low | TN
~ @ Jendela (PTT0810029B-) Window

or =

Sirine

Window . .

e ~ @ sirine (PTT0810QZ4R-) Siren

on =
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MOTION DETECTOR



Topologi Jaringan

Senver-PT
0T Server

SMARTPHOME-PT
Smartphonel

Smok-:-é Detector
Detektor Asap

Window
Jendela

’F f)
iy -".-’,f
| ;"‘r‘" Ay 5
[ I ] I‘?‘r!
¢ =

Garage DOOT  |otion Detector ~ Webcam
Garasi Sensor Gerak Kamera

3irine
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Tambahkan Rule

Add Rule

Name [Motion-On

Enabled

If:

Match Al ~ + Condition | | + Group
Sensor Gerak ~ On =~ is |true -~

Then set: 4= A
Garasi *||On ~ to | true =~ _
Kamera =~ |On ~| to true ~

Add Rule

Name Motion-Off

Enabled
If:

Match All -

Sensor Gerak

+ Condition + Group

Then set:

Garasi | On -~

Kamera ~| On - to false -i
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OK Cancel
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Pengujian

oo
Fa0
i [V} N
Server-PT ‘Njum‘w“““”“ I \/
1T Server - T
3 Smartphoned

D)
)y, iy

Smoke Detector
Detertoc Asap

Garage Door

Garasi 1

Siren
Sirine

I um

Window
Jencela

Mobit

1 4
\
A
Physical Config Programming Aftributes
» @ Sirine (PTT0810QZ4R-) Siren
+ @ Garasi (PTT08102GDD-) Garage Door
on =
~ @ Kamera (PTT08102Y53-) Webcam
on =
Image .
Webcam
Kamara 4
» @ sensor Gerak (PTTO810HQEM-) Motion Detector
v, On .
4
.",r‘,ff

Garage Door
Garasi

Sensor Gerak

Iotion 5e_t-ecmr

Webcam
Kamera

Sistem

~ @ Garasi (PTT08102GDD-)

On

~ @ Kamera (PTT08102Y53-)

On

Image

~ @ Sensor Gerak (PTTO810HQEM-)

On

Garage Door

Webcam

Motion Detector



HOME SECURITY
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Senver-PT
loT Server

Topologi Jaringan

SMARTPHONE-PT
Smartphoned

Window
Jendela

Door

Fintu

Garage Door
Garasi

iy f'!;

|IL[

Motibﬁe_tedor
Sensor Gerak

i Y
l|’""f.l" ,1] I l|rl|l"'f.l':.f i

Webcam
Kamera

Trip Sensor
Sensor

Trip Sensor

Sensor2
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Tambahkan Rule

' Edit Rule x
Name HomeSecurity
Enabled
If:
Match Any ~ |+Cond|hon‘ ‘+qup|
|Sensnr1 v| |On v| is |true v|
|Sensnr2 v| |On v| is |true v| I_‘
Then set: + Action
Jendela ~ On ~ to false ~ [
Pintu ~| [Lock ~ to |Lock v D
|S|'rine v| |0n v| to |true v| D
OK Cancel

Match

And

A prospect must match A prospect must match
rule criteria. of the rules.
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Pengujian

- Kondisi awal:
- Jendela terbuka

- Pintu tidak terkunci (unlocked)

- Nyalakan Sensorl atau Sensor2 maka:
- Jendela tertutup

- Pintu terkunci (locked)

- Lakukan pengujian dengan Match ALL

— -

| if;:: Garage Doo
i -~ Garasi

=
=
S
)
=

Wity

!

o

-
e
S Z
= . =
= Siren =
= Sirine =
$ 2
) =
< window Door =
= Jendela Pintu =
=3 Z
S
—
=

! ! -
.::_
) ﬂ
Trip Sensar
Sensor

Trip Sensor
Sensor2

I
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HOME SECURITY
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Topologi Jaringan

Server-PT
loT Server

SMARTPHOME-PT
Smartphoneld

Door

Pintu

Siren
Sirine

E
—

i
W
“\\\\\\\\
Fire Monitor o .
N -
Kebakaran \\\\\ Smoke Det
o Detektor Asap =
N\ S §
N -~ =
n S
SES
s =
Fire Sprinkler _;?.- =
=
$
T
5
=
§‘ Window
;3: Jendela
s
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Pembuatan Thing (API)

- Untuk membuat api yang akan menyalakan Fire Monitor.

® Api — O X
F
” cations IO Config Physical Config Deskiop Thing Editor Programming Attributes 4
I
Thing
f Properties Layout Rules
.I‘!l.pl IC_ ¥
Component Mame: |comp0nent1 Remaove
Slot Mapping
@ Mone
New O Digital
O Analog
~ Slot Number
Add Component

C:\Program Files\Cisco Packet Tracer 7.2.1\art\loE\Components
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Pembuatan Thing (API)

- Pembuatan script API berdasarkan dari specification FIRE
MONITOR.

® Api — O X

“ations 110 Config Physical Config Desktop Thing Editor Programming Attributes 4
——

No Project Opened

Open | New ] Delete | Rename | Import Install to Desktop | = Run | | Clear Outputs | | Help
Blink (JavaS

Create Project %

Enter a project name and select the project type.

B Api — O X
Name: Api
cations 11O Config Physical Config Deskiop Thing Editor Programming Attributes ‘
@ Template — —
Empty - JavaScript . Api (JavaScript) - main.js
Open | | New | Delete | | Rename | Import Install to Desktop Clear Outputs | | Help

Reload | | Copy | Paste | Undo | Redo | Find | Replace Zoom: + | | -

function setup/()

{

Empty - Visual LT
JavaScript

Blink - JavaScript

Digital - JavaScript

Analog - JavaScript el

UDP Socket - JavaScript

UDP Socket with PDU Info - JavaScript ¥

i

setDeviceProperty (getNames (), "IR', 900)

}

== BT B SR S

Starting Api (JavaScript)...
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Tambahkan Rule & Pengujian

- Terdapat 2 rule untuk mengaktifkan dan mematikan
sprinkler air.

Edt Remove |Yes Air-On Kebakaran Fire Detected is true  |Set Air Status to true

Edt ' Remove |Yes Air-Off Kebakaran Fire Detected is false  |Set Air Status to false

- Pengujian dengan cara mendekatkan API ke Fire Monitor
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TUGAS

- Desainlah sebuah smart environment:
- Smart Home
- Smart Office
- Smart Agriculture
- Smart Factory

- Pilinlah perangkat sensor yg lainnya

- Buatlah laporan resmi dengan melampirkan:

- Desain dan penjelasannya di file word
- Desain di packet tracer
- Terakhir pengumpulan: hari Sabtu jam 23.59

- Upload di google drive
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