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TOPIK BAHASAN

- Pengenalan sensor
- Design dengan Home Gateway
- Design dengan loT Server
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Topologi Jaringan

- Designlah jaringan seperti berikut:

DLC100 Home Gateway

Home Gatewa:
’ 0 DLC-100 DLC-200
Siren

Fire Monitor
Sirine

Alarm
< Fan <

a

. Kipas Angin
Light pee e Light
Lampu T
Door . Garage Door
Pintu Garasi

List Price
#No  Product Description (UsSD)
1 DL-43232142 AT-KQ AT&T DLC-200, EU Version (ZigBee, Z-\Wave, AFM, Wi-Fi & 5474.00

16)
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Setting pada HomeGateway

Setting IP Address (DHCP Server)

? Home Gateway

Physical Config

GuUI

Aftributes

— 0

X

GLOBAL
Settings
Algorithm Settings
INTERFACE

Internet

LAN

Wireless

LAM Settings

IP Configuration
IP Address

Subnet Mask

192.168.25.1

255.255.255.0

\? Home Gateway

Setting WiFi & Security

- ] X
Physical Config Gul Aftributes
I
GLOBAL Wireless Settings
Settings ST |HomeGateway
Algorithm Settings 24 GHz Channel 6-2.437GHz -
=
INTERFACE Coverage Range (meters) |250|00 =
Internet Authentication
LAN () Disabled () wep WEP Key
- | () wrA-PsSK (®) wraz-PsK PSK Pass Phrase 12345678 I
() wea () wraz

RADIUS Server Settings

IP Address

Shared Secret

Encryption Type
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Setting pada Perangkat Sensor loT

\? Pintu -

Specifications 110 Confi Physical Confi Thing Editor Programmin Attributes * P e rh ati kan S p eS ifi kaS i
Door dari perangkat tsb.

Open / Close / Unlock / Lock

Features:

. Registration Server Compatible
+ Ability to vent Carbon Dioxide and Carbon Monoxide

Usage:

. Connect to the Door from SBC/MCU/Thing with loT Custom Cable
« Use customWrite function to control the door and lock

Direct Control:

. ALT-click on keyhole to lock/unlock
+ ALT-click on door to open/close

Local Control:

+ Connect device to SBC/MCU/Thing. Use the "customWrite" API per Data
Specifications

Remote Control: § LOCk/U”IOCk

+ Connect device to Registration Server using Config Tab
Door

NOTE: opening and closing the door is not remote controllable § Pintu
Data Specifications:
Message Format: [door],[lock] Door
door: 0 = closed, 1 = open, -1 = don't care Fintu
lock: O = unlock, 1 =lock, -1 = don't care i OpG”/Close
Example: ﬁ
Connect a SBC to the door, send a customWrite and open the door to vent the Pintu

Carbon Dioxide and Carbon Monoxide level
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Setting pada Perangkat Sensor loT

Setting SSID dan passcode

¥ Pintu — a X
Specifications 1/0 Config Physical Config Thing Editor Programming Attributes
GLOBAL Wireless0 S
ST Part Stalus on
Algorithm Settings B 300 Mbps
s MAC Address 000C.CF5E.7AB7|
ssiD HomeGateway
INTERFACE ¥
AL
Wireless0 I
() oisavies () wep WEF Key
() wearsk (@) weazpsk I PoKPassPhizse | 12345678 |
UserD
() wea () weaz
Password
O 802.1% Method: MD5
User Name
Password
Encryption Type AES hd
IP Configuration
() Static
IP Address 192.168.25.100
Subnet Mask 255.255.255.0 o
< >

[] e

Setting DHCP dan koneksi ke |oT Server

? Pintu

Specifications

10 Config

GLOBAL

Physical Config Thing Editor
—

Programming

O X

Attributes

Settings

Algorithm Settings
Files
INTERFACE

Wireless0

Global Seftings

Display Name ‘ Pintu

Serial Number

|PTTO8108200-

Gateway/DNS IPvd
O Static
Gateway

192.168.25.1

DNS Server

Gateway/DNS IPv6

(®) DHCP
O Auto Config
O Static
IPv6 Gateway

IPv6 DNS Server

loT Server

O None

@ Home Gateway
O Remote Server
ServerAddress
User Name

Password

Connect

] e

- Lakukan hal yang sama pada semua perangkat IoT
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Interkoneksi Perangkat 10T

Semua perangkat 10T sudah terhubung ke HomeGateway

A v
L
)
Wy, 1y, ”
&f-a]"&%ﬂ n
77

‘?"%@Fire Monitor

%ﬂ arm
%
<’
Fs
%,

Light
Lampu2 [
== B2 B2
Garage Door
Window = Window Dpor Garasi
Jendelal = Jendela? Pintu
Lawn Sprinkler
Penyiram
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Monitoring Perangkat loT

? Smartphone0
‘\ ’-; &)\ @)\ G)\ D E == E Physical Config Desktop Programming Aftributes
-y
AT
L‘ w | IoT Server - Devices Home | Conditions | Editor | Log QOut
[Roof]
» @ Pintu (PTT0810820Q-) Door
T UL L
o ~ @ Sirine (PTT0810SL3U-) Siren
SWMARTPHONE-PT
Smartphoned
,,,,0 On .
4, ~ @ Lampu1 (PTT08107ZHH7-) Light
%&Fire Monitor
‘%ﬂarm
U Status off | pim | S5l
Light
Lampu1 /// - @ Kipas Angin (PTTO8101Z2PP-) Ceiling Fan
Light %
Lampu2 “,
Status off | _Low | [ETH
=+ Garage Door » @ Alarm (PTTO810UH6H-) Fire Sensor
= Indow i
Jendelal = Jendela2 Pintu Garast
i— » @ Lampu2 (PTT0810P96C-) Light
T
/fi} ~ @ Garasi (PTT08108245-) Garage Door
Lawn Sprinkler
Penyiram On -
‘ + @ Jendela2 (PTT081013SN-) Window ‘
» @ Jendelal (PTT0810I36M-) Window
- @ Penyiram (PTT08109921-) Lawn Sprinkler
| d— —3
Q" Siles soier Status -

- _ iy e Iy
ilnﬂ,?ﬁ Do JE &=
O ee—
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Setting Smartphone

Setting Wireless Interface dan GW

Setting SSID dan Passcode

? SmartphoneQ
Physical Config Desktop
—
GLOBAL
Settings I‘

Algorithm Settings
INTERFACE
Wireless0
3G/4G Cell1

Bluetooth

D Top

Programming

Atfributes

O

X

Global Settings

Display Name

[Smartphone0

Interfaces I

Wireless0 I

Gateway/DNS IPvd

() static

Gateway

DNS Server

192.168.25.1

Gateway/DNS IPvE
(®) DHeP

O Auto Config
O Static

IPvE Gateway

IPv6 DNS Server

8 Smartphone0 - O
Physical Config Desktop Programming Aftributes
—
GLOBAL Wireless0
o Port Status
Algorithm Settings Hasdea 235 MbPS
MAC Addi
e ress 0001.863C.B14E
: 88D HomeGateway
Wirelesso =
Autt
3G/4G Celll
() Disables () wer WEP Key
Bluetooth
() wea-Psk I@ WPA2-PSK  PSK Pass Phrase ‘12345678
UserID
() wea () weaz
Password
() so21x Method: MDS
User Name
Password
Encryption Type AES
IP Configuration
(®) DHCP
O Static
IP Addrass 192.168.25.110
Subnet Mask 255.255.255.0
< >

D Top
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Setting Aplikasi Monitoring

Untuk monitoring, bisa melalui
Web Browser atau lIoT Monitor

Smartphone0 = X
& Smartpho

B Smartphone0 - O X

Physical Config Deskiop Programming Attributes

IoT Server Address: [192.168.25.1 |
User Name: |admin |

Password: |adrnin |

Login

Sistem Komunikasi Nirkabel (T. Telelekomunikasi)




Server-PT
laT Server

loT SERVER pada Smart Home

SMARTPHOME-PT
Smarnphoned

-1
f///

Garage Door
Garasi

Doaor
Pintu

Window
Jendelaz

Window

Jendela
—— .___-?.-"'-_-
N

/= N\

Lawn Sprinkler
Penyiram
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Setting Interface pada loT Server

Setting IP GW dengan DHCP

Setting Interface dengan DHCP

? loT Server

Physical Config

Senices

GLOBAL

Settings

Algorithm Settings
INTERFACE

FastEthernet0

Deskiop Programming Aftributes
Global Settings
Display Name |IoT Server

Gateway/DNS [Pvd

| (®) pHecP I
I
() static

Gateway

DMS Server

192.168.25.1
0.0.00

Gateway/DNS IPvE

() pHep
O Auto Config
(®) static

IPvE Gateway

IPvE DNS Server

B 10T Server — 1 X
Physical Config Senices Deskiop Programming Aftributes
I
GLOBAL FastEthemetd
. Por Status on
. . Bandwidth 100 Mbps 10 Mbps ~*| Auto
Algorithm Settings B C
Duplex Half Duplex Full Duplex Auto
INTERFACE
MAC Address 000C.852E.D17E
FastEthernet0
P Configuration

| (®) oHce |
() static

IP Address
Subnet Mask

192.168.25.120
255.255.255.0

IPvE Configuration
() pHer
() Auto conig
(®) static

IPvE Address

i

Link Local Address:

E80::20C:85FF:FE2E:D17E
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Setting Aplikasi IoT pada Server

10T Server — O X ® 10T Server — | X
Physical Config Services Desktop Programming Aftributes Physical Config Semnices Deskiop Programming Attribuths }
I
SERVICES Registration Server SEIHES Registration Server
HTTP
Senice ® on Qo HTTP Senvice (® on () or
DHCP DHCP
Username Password
DHCPvE DHCPV6
TFTP i i
TETP 1 admin admin
DNS
DNS
SYSLOG
SYSLOG
AAA
AAA
NTP
NTP
EMAIL
EMAIL
FTP
FTP
T Delete I IoT
VM Management Delete
X VM Management
Radius EAP
Radius EAP
® Smartphone0 - | X \? Smartphone0 - d X
Physical Config Desktop Programming Altributes
Config Deskiop Programming Aftributes

Registration Server Login

Wrong username or password

Username: | ‘

Password: | ‘

Sign In

Don't have an [oE accoun 20 up 10w

Registration Server Account Creation

Username: |admin |

Password: [peses] |

Create
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Setting Perangkat loT

? Smartphone0

Physical Config

Deskiop

— U X

Programming Aftributes

IoT Server - Devices

Home | Conditions | Editor | Log QOut

Setting perangkat loT: “Pintu”

E? Smartphone0

Physical Config

Desktop

- | X

Programming Aftributes

IoT Server - Devices

v @ Pintu (PTT0810820Q-)

Home | Conditions | Editor | Log Out

Door

Lakukan hal yang sama pada semua

perangkat loT

? Pintu

Specifications

'O Config

GLOBAL
Settings
Algorithm Settings
Files
INTERFACE

Wireless0

Physical

Config

— O X

Thing Editor Programming }

SalEwWdy

DNS Server

TI£. TOO.EJ. T

0.0.0.0

Gateway/DNS IPvG

(®) pHCP

O Auto Config

() static

IPvE Gateway

IPvG DNS Server

loT Server

O Mone

O Home Gateway

|:| Top

@ Remaote Server
Server Address
User Mame

Password
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|admin |
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Refresh
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TUGAS

- Desainlah sebuah smart environment:
- Smart Home
- Smart Office
- Smart Agriculture
- Smart Factory

- Setting seperti contoh sebelumya menggunakan
“‘HomeGateway”

- Gantilah HomeGateway tersebut dengan perangkat:
- loT Server
- Access Point
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TUGAS

- Buatlah laporan resmi dengan melampirkan:
- Desain dan penjelasannya di file word
- Desain di packet tracer
- Terakhir pengumpulan: hari Sabtu jam 23.59
- Upload di:
https://drive.google.com/drive/folders/1X0 PyMb2b4Hkpr
wdHQb6YyGpUyY9pkllG?usp=sharing
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