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Deployment scenarios

 Many ways to deliver IPv6 services to End Users
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y y
 Most important is End to End IPv6 traffic forwarding 

 Service Providers and Enterprises may have different 
d l  ddeployment needs

 IPv6 over IPv4 tunnels
D di t d D t  Li k l  f  ti  IP 6  Dedicated Data Link layers for native IPv6 
 no impact on IPv4 traffic & revenues

 Dual stack Networks Dual stack Networks
 IPv6 over MPLS or IPv4-IPv6 Dual Stack Routers



Media - Interface Identifier

 IEEE interfaces - EUI-64
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MAC-address: 0050.a218.0c38
 Interface ID: 250:A2FF:FE18:C38
P P li k  (HDLC  PPP) P2P links (HDLC, PPP)
 Interface ID: 50:A218:C00:D
 48 bits from the first MAC address in the box + 16 bit  48 bits from the first MAC address in the box + 16 bit 

interface index. 
 IPv4 tunnels
 Interface ID: ::a.b.c.d



ICMP Informational Messages

 Echo request & reply (same as IPv4)
l i li di
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 Multicast listener discovery messages:
query, report, done (like IGMP for IPv4):

Type Code Checksum
Maximum Response Delay ReservedMaximum Response Delay Reserved

Multicast Address



Neighbor Discovery

ICMP message types:
t  li it ti
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 router solicitation
 router advertisement
 neighbor solicitation
 neighbor advertisementg
 redirect

Functions performed:
 router discovery

fi  di prefix discovery
 autoconfiguration of address & other parameters
 duplicate address detection (DAD)
 neighbor unreachability detection (NUD)g y
 link-layer address resolution
 first-hop redirect



Neighbor Discovery Messages

 Router advertisements
Periodically multicast by router to all nodes multicast address (link 
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Periodically multicast by router to all-nodes multicast address (link 
scope) 

 Router solicitations
 sent only at host start up  to solicit immediate router advert sent only at host start-up, to solicit immediate router advert.
 sent to all-routers multicast address (link scope)

 Neighbor solicitations
f  dd  l ti  t t  “ li it d d ” lti t dd for address resolution: sent to “solicited node” multicast addr.

 for unreachability detection: sent to neighbor’s unicast addr.
 Neighbor advertisements

f dd l i i dd f li i for address resolution: sent to unicast address of solicitor
 for link-layer address change: sent to all-nodes multicast addr.
 usable for proxy responses (detectable)

i l d  /h  fl includes router/host flag



Serverless Autoconfiguration
(“Plug-n-Play”)( g y )

 Hosts generally will construct addresses from RA:
b fi ( ) l d f i di l i d i
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 subnet prefix(es) learned from periodic multicast advertisements 
from neighboring router(s)

 interface IDs generated locally 
 MAC addresses : pseudo random temporary MAC addresses : pseudo-random temporary

 Other IP-layer parameters also learned from router 
adverts (e.g., router addresses, recommended hop limit, etc.)
Hi h l  i f  d dd Higher-layer info (e.g., DNS server and NTP server addresses)
discovered by multicast / anycast-based service-location 
protocol [details being worked out]

i il bl f h h li i l DHCP is available for those who want explicit control



IPv6 autoconfiguration
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IPv6  autoconfiguration
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IPv4-IPv6 Transition / Co-Existence

A wide range of techniques have been identified and 
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A wide range of techniques have been identified and 
implemented, basically falling into three categories:

(1) Dual-stack techniques, to allow IPv4 and IPv6 to
i t i  th   d i  d t kco-exist in the same devices and networks

(2)Tunneling techniques, to avoid order dependencies when 
upgrading hosts, routers, or regions

(3)Translation techniques, to allow IPv6-only devices to 
communicate with IPv4-only devices

Expect all of these to be used  in combinationExpect all of these to be used, in combination



Transition environments

Enterprise
WAN: 6to4, IPv6 
over IPv4  Dual Stack
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IPv6 over IPv4 tunnels or IPv6 over IPv4 tunnels or 

Cable

Aggregation

6to4 Relay

Dual Stack

over IPv4, Dual Stack

Residential

IPv6 over IPv4 tunnels or IPv6 over IPv4 tunnels or 
Dedicated data link layersDedicated data link layers

IPv6 over IPv4 TunnelsIPv6 over IPv4 Tunnels

Aggregation

Dual Stack or MPLS & 6PEDual Stack or MPLS & 6PEDSL,
FTTH, IPv6 over IPv4 tunnels 

or Dual stack

6Bone

Telecommuter

IPv6 over IPv4 tunnels or 
Dedicated data link layers

Dial
or Dual stack

ISP’sISATAP

Telecommuter
IPv6 IX

Enterprise



I. Dual-Stack Approachpp

 When adding IPv6 to a system, do not delete IPv4
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When adding IPv6 to a system, do not delete IPv4
 this multi-protocol approach is familiar and

well-understood (e.g., for AppleTalk, IPX, etc.)
 note: in most cases, IPv6 will be bundled with note: in most cases, IPv6 will be bundled with

new OS releases, not an extra-cost add-on
 Applications (or libraries) choose IP version to use

 when initiating  based on DNS response: when initiating, based on DNS response:
Prefer scope match first, when equal IPv6 over IPv4

 when responding, based on version of initiating packet
 This allows indefinite co existence of IPv4 and IPv6  and gradual  This allows indefinite co-existence of IPv4 and IPv6, and gradual 

app-by-app upgrades to IPv6 usage



Dual Stack Approach
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Dual Stack & DNS
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Sample Dual Stack Configuration
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II. Using Tunnels for IPv6 Deployment
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Configured tunnels (Manual)
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3ffe:c00:1::/48
3ffe:c00:2::/48

IPv4 
IPv6 IPv6

130.67.0.1 148.122.0.1

--------------------------------------
|IPv4 header|IPv6 header IPv6 payload||IPv4 header|IPv6 header IPv6 payload|
--------------------------------------
IPv4 protocol type = 41



Manually Configured Tunnel (RFC4213)
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Tunnel Broker
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Automatic tunnels

IPv4 Address (32bits)

ISP assignedDefined

0
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130 67 0 1 148.122.0.1

ISP assignedDefined

130.67.0.1
::130.67.0.1 ::148.122.0.1

IPv4 IPv6 IPv6

Connects dual stacked nodes
Quite obsolete IPv6 Internet



6to4 tunnels

FP (3bits) TLA (13bits) IPv4 Address (32bits) SLA ID (16bits) Interface ID (64bits)

001 0x0002 ISP assigned Locally administered Auto configured
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2002 8243 1 /48

001 0x0002 ISP assigned Locally administered Auto configured

IPv4 IPv6 IPv6

2002:8243:1::/48

2002:947A:1::/48

IPv6
130.67.0.1 148.122.0.1

6to4 prefix is 2002::/16 + IPv4 address.
2002:a.b.c.d::/48 IPv6 Internet

6to4 relay
2002 B00 1 1

11.0.0.1

2002:B00:1::1
Announces 2002::/16 to the IPv6 Internet



6to4 Tunnel (RFC 3056)
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6to4 Relay
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6to4 in the Internet
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III. NAT-PT for IPv6



NAT-PT Concept



DNS Application Layer Gateway



Linux  Webserver
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Linux  Nameserver
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